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ABSTRACT

This study proposed a methodology for automatically generating and
improving the quality of job performance assessment items for NCS
information security capability units using a large language model,
ChatGPT-40. The NCS competency unit elements were redefined based
on the generative model, prompts for generating evaluation items were
optimized, and the feedback process for evaluating and improving the
quality of automatically generated items was automated. The proposed
methodology confirmed the feasibility of automatically developing
discriminative evaluation items reflecting practical situations. This study

is meaningful in that it presented the possibility of utilizing generative
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Figure 1. Feedback—Based Automated Questions Generation and
Quality Enhancement Process
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Table 3. NCS—based assessment item generation prompt

_ oo
prompt = f

You are a cybersecurity expert with extensive experience in incident
analysis and a specialist in creating exam questions.

This is the NCS—based meta—information required to create a
multiple—choice question with 4 options.

Ability Unit: {ability_unit['name’]} (fability_unit[‘code’]})
Performance Criteria: {performance._criteria[‘name’]} ({performance_
criteria[‘code’]})

Sub—Criteria: {sub_criteria_code}

Description: {description}

Required Knowledge: {', *.join(knowledge)}

Required Skills: {', “.join(skills)}

The question should be based on the given NCS performance
criteria and should evaluate the knowledge and skills required of a
cybersecurity expert. The question and options should be clear and
easy to understand, and should be constructed with the intent to
differentiate between examinees.

There should be a total of 4 options, with only one correct answer,
and care should be taken not to include clues that could reveal the
correct answer. Incorrect options should be crafted in such a way that
the correct answer is not easily inferred, and overly obvious wrong
answers should be avoided.

The generated question should be able to achieve a total of 100 points
based on the following 4 evaluation criteria, each worth 25 points:

- Relevance to NCS performance criteria (25 points)

- Difficulty and differentiation (25 points)

= Clarity and comprehensibility (25 points)

— Appropriateness of incorrect options (25 points)

Please output the generated question in the following JSON format:
{

“question”: “Question {question_number}: ({sub_criteria_code})
Question content”,

“choices™: [

“a) Option 17,

“b) Option 27,

“c) Option 37,

“d) Option 4

1,

“answer”: “Correct answer”

i

@
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Table 4. Assessment and Improvement Prompt for Questions Quality
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Verification

393933

prompt = f
Here is the generated question:
{question}

Here are the options:
{chr(10).join(choices)}

This question is related to the following NCS competency unit
element:

Competency Unit Element: {performance_criteria[ ‘name’]}
({performance_criteria_code})

Sub—Criteria: {sub_criteria_code}
Description: {description}

Required Knowledge: {', “join(knowledge)}
Required Skills: {*, “.join(skills)}

You are an expert in the Korean NCS field of information security
and a specialist in creating exam questions.

Please evaluate the question based on the following 4 evaluation
criteria on a 25—point scale, and provide specific reasons for point
deductions and improvement suggestions for each item.

Relevance to NCS Performance Criteria (25 points):

Does the question accurately reflect the sub—criteria, knowledge,
and skill elements? (15 points)

Is the question appropriately constructed to measure the sub—
criteria? (10 points)

Specific reasons for point deductions:
Difficulty and Differentiation of the Question (25 points):

Is the difficulty level appropriate for an information security
expert? (10 points)

Does the question sufficiently differentiate between examinees
based on their results? (15 points)

Specific reasons for point deductions:
Clarity and Comprehensibility of the Question (25 points):

Are the question and options clearly and easily understandable? (15
points)

Is there any room for different interpretations of the question’s answer
or intent from an expert’s perspective? (10 points)

Specific reasons for point deductions:
Appropriateness of Incorrect Options (25 points):

Is the correct option clearly distinguishable from the incorrect
options? (10 points)

Is it difficult to infer the correct answer solely from the incorrect
options? (15 points)
Specific reasons for point deductions:

Please provide the overall evaluation result and feedback for
improvement in the following JSON format:

{{

“Relevance to NCS Performance Criteria”: 25,
“Difficulty and Differentiation of the Question™: 25,
“Clarity and Comprehensibility of the Question”: 25,
“Appropriateness of Incorrect Options™: 25,

“Overall Evaluation Result (Total)”: 100,

“Feedback”: “Include specific reasons for point deductions and
detailed improvement suggestions for each evaluation item.”

1

wnn

Talbe 5. Example of JSON Structuring for Results of Automated
Questions Quality Improvement Process (NT5-7)

{

“question”: “Question 7: (2.2.4) When reporting incident response
and analysis results according to domestic and international
information security laws and regulations, what is the most
appropriate method? Also, what items should be evaluated to
assess various impacts such as system and network performance
degradation and data loss?”,

“choices”™: [

“a) The report should meet legal requirements, include detailed
analysis results and response procedures, and attach additional
materials (e.g., log files, technical reports) that evaluate impacts
such as system and network performance degradation and data
loss.”,

“b) The report should record only the response procedures
according to legal requirements, and the analysis results and
evaluation of impacts such as system and network performance
degradation and data loss should be reported verbally.”,

“c) The report should be detailed according to domestic and
international information security laws and regulations, including
response procedures, analysis results, and the evaluation of impacts
such as system and network performance degradation and data
loss, and additional materials should be attached if necessary.”,

“d) The report should be briefly written at the request of the
victim, minimizing legal requirements, and omitting the evaluation
of impacts such as system and network performance degradation
and data loss.”

1,

“answer”: “c) The report should be detailed according to domestic
and international information security laws and regulations,
including response procedures, analysis results, and the evaluation
of impacts such as system and network performance degradation
and data loss, and additional materials should be attached if
necessary.”,

“Relevance to NCS Performance Criteria”: 20,

“Difficulty and Differentiation of the Question”: 20,

“Clarity and Comprehensibility of the Question”: 20,

“Appropriateness of Incorrect Options”: 20,

“Overall Evaluation Result (Total)”: 80,

“Feedback”: {

“Relevance to NCS Performance Criteria”: {
“Score”: 20,

“Reason for Deduction”: “While the question is generally
relevant to the performance criteria, the explanations for each
option are insufficient, making it difficult to clearly identify the
direct relevance to the performance criteria.”,

“Improvement Suggestion”: “Each option should be described
more specifically to clarify its relevance to the performance criteria.
For example, specifying the specific impact of ‘data loss’ on the
organization would be helpful.”

1,
“Difficulty and Differentiation of the Question”: {
“Score”: 20,

“Reason for Deduction”: “The difficulty of the question is
somewhat low, which may not be sufficient for differentiating
at an expert level. All options are somewhat general, making it
difficult to choose a specific answer.”,

“Improvement Suggestion”: “To increase the difficulty, use
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specific and professional terminology, and add realistic scenarios
to enhance differentiation at the expert level.”

3,

“Clarity and Comprehensibility of the Question”: {
“Score”: 20,

“Reason for Deduction”: “While the question and options are
clear, some options are ambiguous, leaving room for interpretation.
For example, it is unclear how ‘illegal access attempts in the
network” and ‘whether malware is detected’ specifically impact the
situation.”,

“Improvement Suggestion”: “Specify the options more clearly to
reduce ambiguity and improve the clarity of the question.”

18

“Appropriateness of Incorrect Options”: {
“Score”: 20,

“Reason for Deduction”: “Some incorrect options may be
confused with the correct option. For example, both ‘system
recovery time and post—recovery stabilization time’ and ‘degree of
system and network performance degradation’ could be considered
important factors.”,

“Improvement Suggestion”: “Differentiate the incorrect options

more clearly and make the correct option more specific to reduce
confusion.”

}
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Table 6. Results of Quality Evaluation for NCS—Based Automatically
Generated Assessment

Num | NTO | NT1|NT2 |NT3 | NT4 | NT5 | NT6 | NT7| NT8| Avg

Ql | 8 | 82|80 | 75|80 | 82| 8 | 8 | 80 | 81.13

Q2|80 | 82|80 |8 | 8 | 80 | 8 |8 | 82 |81.13

Q3 |80 | 8 | 82|80 |8 | 75| 80 | 81 | 80 | 80.38

Q4 | 80 | 85 | 80 | 80 | 83 | 92 | 8 | 83 | 80 | 83.50

Q5 | 80 | 80 | 88 | 8 | 83 | 8 | 92 | 88 | 87 | 86.50

Q6 | 80 | 75 | 88 | 91 | 80 | 85 | 89 | 86 | 88 | 85.25

Q7 180 | 8 | 80 | 87 | 82 | 80 | 92 | 88 | 92 | 85.13

Q8 | 80 | 75 | 80 | 92 | 85 | 92 | 87 | 75 | 87 | 84.13

Q9 | 80 | 88 | 75 | 80 | 88 | 90 | 80 | 81 | 88 | 83.75

Q10| 80 | 80 | 83 | 87 | 8 | 80 | 80 | 75 | 80 | 81.25

QI1| 85 | 92 | 8 | 85 | 8 | 82 | 88 | 88 | 80 | 85.63

Q12| 85 | 80 | 8 | 85 | 75 | 80 | 83 | 88 | 88 | 83.00

Q13| 81 | 8 | 75 | 78 | 80 | 88 | 86 | 8 | 80 | 82.13

Avg | 81.2182.2|81.6|83.8|82.4|83.9|85.2|83.3|84.0| 83.3
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Are33 fALS PElE - 73] 9] sjedlES Fal (3.3) ol - Content
AT BEA AzlE glelo SES o zHzkEo Aglsly Al
il 24 A3t Bfg e FF oS e T Hokal A Question 6: (2.3) What is the most
st 4= Qirh. el s Aot B = 2| A(FS oS Hek appropriate follow—up measure to prevent
- _ - recurrence after incident response? b
28] U XA T BA A7lEke ") 1l 7S (SkS
o, AL 2 dakes g) B 71E(E R a) Notifying employees via email in case of
o W2 23 S, YAk B4 AnEs ) ey Before | 2 incident,
= = Slol= (NT1-Q6) ine i ini i
% 30e BYOR B0l HIBE IUY S+ 3ic) ) Gonducing e ing o o
¢) Replacing all network equipment.
Table 7. Comparison of Before and After Quali_ty Improvement for d) Deleting log files in case of an incident.
Automatically Generated Questions Question 6: (2.3) What is the most
appropriate specific and effective follow—up
Caigzory Clorizn: measure to prevent recurrence after incident
Question 1: (1.1) What is the primary response? Consider the importance of legal
technology used to analyze the latest types of requirements and the attachment of specific
incidents, attack patterns, and vulnerabilities materials. ¢
announced by domestic and international a) Documenting the incident response
Before information security agencies? b procedure, educating all employees, and
(NTO-Q1) | a) Data encryption technology continuously updating relevant materials to
. . reflect legal requirements.
b) Incident analysis tool usage technology After b) Conducting i | traini d I
X . t t t
& Network configuration technology (NT4-Q6) | i based on the results of the incident
d) Software development technology cause analysis, and attaching materials that
Question 1: (1.1) What is the first step that meet legal requu-rem-ents. )
should be taken to identify the cause and ©) Regularly reviewing and updating the
process of an incident when analyzing the incident response process, Improving security
latest types of incidents, attack patterns, and weaknesses, and meeting necessary legal
Casel vulnerabilities announced by domestic and requirements.
After international information security agencies? d) Analyzing log files to identify security
(NT1-O1) d weaknesses and implementing corrective
Q a) Establishing an incident response plan actions considering legal requirements.
b) Analyzing system logs Question 6: (2.3) What is the most
¢) Monitoring network traffic appropriate specific and effectlvef: fol}owgup
. . . measure to prevent recurrence after incident
d) Collec'n'ng 'the latesy security notices and Case3 response? Consider the importance of legal
vulnerability information requirements and the attachment of specific
The question was changed from asking mate_rials. Also, specify the specific legal
about the technology used in vulnerability requirements (Article 33 and 34 of GDPR,
Details analysis to a specific step in the process, and Article 27-3 Qf th_e Domestic Information
the options were revised to include examples and Communications Ne_twork Act) 3{1d the
relevant to information security (NTO —> types of additional materials (impact size,
NT1). response process, recurrence prevention plan)
L . that should be included in the report. b
Question 5: (2.2) What is the most D e the incid
important factor in establishing a future a o&:umenémg the mil ent lresponse J
response strategy based on the results of procedure, educating all employees, and
incident cause analysis? ¢ ;ezp grtmg to the sufp erv'lso%f algthorlty E}VB};]Q
: . ours in case of an incident as per
Before a) Analyzing log data at the time of the Article 33, while continuously updating
incident relevant materials. The report should include
(NT1-Q5) b) Monitoring for network traffic increases the cause of the incident, the response
¢) Identifying and improving weaknesses in After process, and mprovements, and specify
the security policy (NT6-Q6) comphance'wn'h related refgglatlons.
) Setting the frequency of user password s based o th reslts o th inccens cause
h 1S D T LS of the incid '
changes analysis, notifying the victim immediately in
Question 5: (2.2) What is the most case of an incident as per Article 27-3 of the
important factor in establishing a future Information and Communications Network
response strategy based on the results of Act, and attaching materials that meet legal
Case2 incident cause analysis? ¢ requirements. The report should include
a) Identifying the attack path and the impact size, response details, future
vulnerabilities through detailed analysis of plans, and evaluate the long—term impact
log data at the time of the incident on organization operations, and include a
After . . regular system check plan for recurrence
b) Continuously monitoring for abnormal prevention
(NT2-Q5) | network traffic to detect further intrusion ' L .
attempts early ¢) Regularly reviewing and updating the
. o . incident i i it
¢) Reflecting the results of incident analysis i;;;kiﬁesg:: p;? Senlgrt(i)f;?zsg g:g::ﬁ;;?;g?;r;zr
tﬁ mprove anc}.supplement weaknesses in GDPR Article 34. The report should clearly
the security policy include legal compliance details, improved
d) Setting the frequency of user password security policies, training content, and specify
changes to enhance internal account security the loss of important data types
The options were improved to be more
Details related to the performance criteria (2.2) by
incorporating feedback (NT1 —) NT2).
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Category Content Category Content
and amounts, including a continuous security Question 10: (3.3) What is the first step to
monitoring plan for recurrence prevention. take when establishing a future response
d) Analyzing log files to identify security strategy based on incident analysis results, -
weaknesses, and implementing corrective and why? For example, if abnormal traffic is
actions by supplementing necessary materials detected on a specific web server, explain the
After as per Article 27-3 of the Information and first action to take and the reason for it. a
Communications Network Act. The incident a) Quickly isolating the affected system based
response report should include log analysis on the initial analysis of the incident cause
results, corrective actions, and recurrence t? pbrevent gurthf?r dargage. Fc?fj example,
prevention plans, evaluating the frequency and 1t abnormal tratfic 18 detected due to a
types of disturbance activities in the network, vulnerability in specific software, isolate the
and including a regular vulnerability check system 'from the network aqd ana}yze logs to
plan. determine the extent of the intrusion.
; ; ; b) Recovering and restoring the compromised
Questlop 6: (2.3?fWhaélsthe mo?t low— system to normal operation based on detailed
appropriate specitic and ctiective toflowup After analysis results of the incident cause. For
measure to prevent recurrence after incident example, if abnormal traffic is detected due
response? Consider the importance of legal (NT7-Q10) | ¢6 a vulnerability in specific software, fix the
requirements and the attachment of specific vulnerability and restore the system
materials. Also, specify the specific legal Cased ) ) - ’
requirements (Article 33 and 34 of GDPR, <) Strengthening security policies and
Article 27-3 of the Domestic Information and preventing 51m%1ar future 1nc1d§nt§ based on
Communications Network Act) and the types detailed analysis results of the incident cause.
of additional materials (impact size, response EOY examplf, if 2;})1{10”'“5\1 traff;lc Is Eietected
process, recurrence prevention plan) that uelto a vulnerabl 1}:}’ n SP}fCl lcf so tware(,i
;hould be m;luded in the report. Additionally, ?PPIY Securlfc}i’dl?%tc els to the so fIW?ife an;
include continuous monitoring and update implement additional security solutions.
plans for recurrence prevention. a d) Confirming normal operation of the
a) Documenting the incident response system based on detailed analysis results of
procedure, educating all employees, and the incident cause, and deploying additional
i e ko by v mepiosg ool For sl oo
ours in case of an incident as per
Article 33, while continuously updzting specific software, fix the vulnerability and
relevant materials. The report should include enhance the monitoring system.
the cause of the incident, the response process, The question and options were improved
specific improvements, specify compliance to include specific and detailed content
with related regulations, and include methpds Detail considering actual incident scenarios based
Case3 for evaluating post-recovery system stability on feedback (NT1 -» NTS8, total 7 rounds of
ase and a regular monitoring plan for recurrence feedback).
prevention.
b) Conducting internal training and regular
After drills based on the results of the incident cause
analysis, notifying the victim immediately in
(NT8-Q6) | case of an incident as per Article 27-3 of the 5. é%
Information and Communications Network
Act, and attaching materials that meet legal
requirements. The report should include the 5.1 97 A7} QoF
impact size, response details, future plans,
and evaluate the long—term impact on = v JA= Bla= Hl %
organization operations, including a regular 2 A= ChatGPT-405 -&3t] NCS 7|WF HEE
system check plan for recurrence prevention. oF AR Wy} BEe 21507 AASt ZAL 7)A
¢) Regularly reviewing and updating the =1L gl =0 lokslod
incident response process, improving security oh= HEs Alkskaltt.
weaknesses, and notifying data subjects as per NCS JHHQF Hof ‘AajAt BA) = tke] Q A2 4]
GDPR Article 34. The report should clearly _ o o o _
include legal compliance details, improved B Holstal #x3} siglom, TEIXE XA3HE Fof
security policies, training content, and specify Wyl oslo] 218 MFML ATl sk (= TR A=
the loss of important data types and amounts, g7t we] A7 ARGE ALste @, s 58 A3
including a continuous security monitoring gl mjo) 28 ) 250 2 AJAE]= AA] Bol =
plan for recurrence prevention. _ _ _
. . ] . . A2 EF =gc}to] g AollA] Q5= ABE 2
d) Analyzing log files to identify security IS &3 NCS 5=} 204 275k +E71l
weaknesses, and implementing corrective w2 AW V&S FrFe ¢~ A== ST} =5 AL
actions by supplementing necessary materials . - _ ~
as per Article 27-3 of the Information and £A4E Boto] AA mjudo] A &E 45 AR 7Rt
Communications Network Act. The incident 5t 2] Al 2l 714 Q A7} MAE BElo]| AlES 1ol
response report should include log analysis o A4 Bl 71E 847 g 290l 4888 TAE]—
results, porrelctive actilons', ano}lrefcurrence = Aot Y 2-S =5 NCS A HHQF Hof ‘“Hs|Atar
prevention plans, evaluating the frequency N _ —_ -
and types of disturbance activities in the A ST 7Hke] 7t 29 AHs Aol s sttt
network, and including a regular vulnerability
check plan.
: . . 5.2 A7) AAPd B 29
The question and options were improved to
. include specific and detailed content reflecting B oo ol - ~ O ub %
Details legal requirements based on feedback (NT1 2 At flo] BE(LLM) 7]&& NCS 7|9k ]
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