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ABSTRACT

The field of information security has continuously grown within the ever-changing landscape of IT and threats. Particularly,
security in both technical and managerial aspects has consistently presented high-level response strategies. Despite these ef-
forts, security incidents have persisted, and the domain of human security, a facet of security, remains largely confined to
formal guide-level discussions without concrete analysis or alternatives. This study focuses on researching a measurement
framework based on classifying human vulnerabilities. It emphasizes the derivation of measurement indicators. Through con-
centrated Delphi surveys targeting 25 experts from various relevant fields such as security professionals, security consultants,
security personnel, security managers, professors, and psychologists, a total of 86 measurement indicators were derived.
Subsequent validity and reliability analyses led to the identification of 59 meaningful indicators for human security. These se-
lected indicators, identifyig significant elements for preventing human security incidents, are expected to serve as specific
measures to prevent human security threats in conjunction with technical and managerial security. It is anticipated that these
indicators will provide compelling security policies and educational strategies.
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Table 3. Proposed items of human security metrics based
on FGI results(86)

Divisio

n items Measurement indicators

Component

Transparency of Authority and Roles
Transparency in the Use of
Authority

Designation and Management of Key
Personnel Roles

Separation of Duties for the
Prevention of Potential Harms like
Authority Misuse

Document Management for Personal
Information-related Matters

Online Personal Information
Management

Analysis of Online Public
Information

Analysis of Social Media Membership
Status

Recognition of Attack Patterns in
Social Engineering Techniques
Background Research on the Source
of Online Communication

Analysis of Work Attitudes

Work Performance Evaluation for
Personality Analysis

Regular Education and Training
Regular System Updates

Security Pledge for Awareness of
Compliance Guidelines

Career Analysis for Past Behavior
Assessment

Personal
Propensity

Personal
Authority

Accide
ntality

Personal
Carelessness

Personal
Security
Level

Utilization of Social Engineering
Attack Techniques

Analysis of Relationships within the
Same Industry (Competition Analysis)
Identification of Internal Conflict
Factors

Regular Education and Training
Background Research on the Source
of Online Communication
Continuous Propagation of Incident
Cases

Personal
Connectivity

Relatio
nship
Social
Networking

Social Identification of Internal Conflict
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AYPHATE AA Ak &7 AAE 24zte) &5
B ATE ANl SR AN DAL L ygmge 9 0 Ase test 2
HE, SIPM, 7}, A4 o], A2t & de7te]
A AL B3 2 u} = . . i
© ‘;4’;] an jlb s gﬂf}q%i gj :L 431 $2HA(Accidentality)ol] i@ W) SV B4
= 9% O 13
2 A4 AIHCVR=0.37)
AE7h Ak 28]0 AAA AT 13 A A
cEd g }rﬂl AT= AYste] ATt AdERE F onp o] LA QAT E A71A] TA Qo)A
o =EE A Ao wF f¥3 FEE SH AL om nok B 24 AR FBo WP HYE L A
< @@@% e7ELiker) 53 A=t WY = g A5 Table 63 2Tk CVR 7|%3t 037150} B
Sl ASstAl @k 22k 2AMAE 14} AL A3 Uehd 2o AT SHAES SNS 719 #3
E vy o 2 el = (CVR)7} 715%](0.37) ©o]&le] &= B oE gE BA e 5L 03 I Byl =
S Azistel AR date] 2AA HAR AH 5 9 @5 244G AT AY B4 S SH AR
€ 25gelm, Lawshert Ak A&7k A ol w gaese s zejolua Hsje) 248 A7t
2 CVR(Content Validity Ratio) dAI%kS ZHarste] °H3Th
CVRZ 0375 7|02 &4 742 764

815 542 Table 59 2t}

Table 5. Demographic characteristics of Delphi

Table 6. Content Feasibility Analysis and Selection Status
for Accidentality Components (CVR=0.37)

Divisio measurement
Participation Specialists (N=25) n indicator items BB SO iR Rt
Transparency of ~
Division F(requenc)y Pe(r;::nt Authority and Roles | 2| 492| 0700 092 ©
PETSONS, b, Transparency in the
Male 21 %.0 person |__Use of Authority | Z| 48] 0755 084] ©
Gender Female 1 4.0 al Designation and
Total 25 100 Prope Management of Key | 25| 440| 0938 | 0.76 | O
- op Personnel Roles
20 ~ 29 2 8.0 nsity
30 ~ 39 10 40.0 Separation of Duties
- for the Prevention of ~
Age 405 - 49 ;1 égg Potential Harms like 25| 4480900 | 0.84| ©
- : Authority Misuse
thal 25 100 Document
Bachelor’s degree 8 32.0 Management for
. Master’s degree 13 52.0 Personal 250 4.44| 0.898 | 0.84| O
Fducation Doctorate 4 16.0 Information-related
Total 25 100 Person Matters
IT developer(engineer) 1 4.0 al Online Personal R
IT Solution Consultant 1 4.0 Author Information 25( 4.04| 0.958 | 0.68 O
Management
Police Officer (Criminal ity
1 4.0 i i
Stakeholder Psychology) anawsis of Onle | o5\ 404 | 0916 | 060 O
Professor 1 4.0
- ] Analysis of Social _
Security Officer 6 24.0 Media Membership 25| 3441 1.023 | 0.20
192 2024, 1
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Status

Recognition of Attack
Patterns in Social
Engineering
Techniques
Background Research
on the Source of | 5] 4 56| 0804 | 0.76| O

Online
Communication
Analysis of Work
Attitudes
Work Performance
Evaluation for 25| 340 1.058 | 0.20| -
Personality Analysis

25144810574 | 092 O

Person
al
Carele
ssness

2503721 1001|028 -

Regular Education
and Training
Regular System
Updates
Security Pledge for
Awareness of 25| 4.64| 0557 | 0.92| O
Compliance Guidelines
Career Analysis for
Past Behavior 250376 | 1.031 [ 0.36| -
Assessment
*N(number of experts), MMean), SD(Standard Deviation),
CVR(Content Validity Ratio)

25149210271 | 1.00| O

Person
al
Securit

y
Level

25047210531 | 092 O

4.3.2 BA A Relationship)oll thg WEEld= 24
2 44 AIHCVR=0.37)

FAAA GHe THRAZ F VA Qa0A 91F
Ht B A A E J5 U BHEE 2 A4 A
I}+= Table 73} 2t} nlz7A 2 CVR 71548 0.37 &
o @A SAHE FEEL AAYY AAR F5 5
WE 25 84 24, 4F 8= 4 52 Table 69
o} kY A% W& FEATT #

ol M E AEde i oS
A 718tk

Table 7. Content Feasibility Analysis and Selection Status
for Relationship Components (CVR=0.37)

Divisio measurement
n indicator items
Utilization of Social
Engineering Attack | 25| 4.36| 0.843 | 0.84| O

N| M | SD* | CVR| Result

Techniques
Analysis of
Person | Relationships within
al the Same Industry | 25| 3.92| 1.055 | 0.52| O
Connec (Competition
tvity Analysis)

Identification of
Internal Conflict 25| 4.04] 0871 [ 060 | O
Factors

Social Regular Education
Networ and Training

2504800490 | 092| ©

Background
Research on the
Source of Online
king Communication

Continuous
Propagation of 25 4881 0.325| 1.00| O
Incident Cases

250 412 0652 | 0.68| O

Identification of
Internal Conflict 25 3881 0.993 | 0.36| -
Factors
Social Analysis of the
conflict Importance of 25| 4.40( 0693 | 0.76| O
Assigned Tasks
Analysis of Work
Attitudes

25/ 380 1131 | 0.36| -

Identification of
Financial Gain 25| 4.441 0804 | 0.76| O
Necessity
Illegal Identification of Job
Solicita L o
tion Transition Possibility
Identification of
Internal Conflict 25/ 3841|0830 | 0.20| -
Factors

25/ 416 0880 | 0.52| O

*Nnumber of experts), MMean), SD(Standard Deviation),
CVR(Content Validity Ratio)

4.3.3 ZAPotentiality)ol] thek WEEIG = £
2 A4 AIHCVR=0.37)

AN 9] FHLARE F V1A koA UA
Hel A % AAE o g Bt = 9 A A4
+ Table 83} 2ot FAAE 999 24 A% I&55
2 2% CVR 7153k 03720 A4 Yyerong A

7 &5 glo] mF AEsit)

Table 8. Content Feasibility Analysis and Selection Status
for Potentiality Components (CVR=0.37)

Divisio measurement .
n indicator items N| M | SD* | CVR| Result
Transparency in
Task Handling 251 448 05741 0.92| O

Transparency in

Work Performance 25 428 0.960 | 0.60| O

rgan Transparency in

. y ~
ational Work Responsibilities 25| 4641 0557 0.92| O
Culture

Ensuring
Transparency in
Security Rule
Compliance
Transparency in
Work Collaboration
Custom | Ensuring Fairness in
ary Work Performance | 25| 448| 0.574 | 0.92| O
Practic Measurement
e Elimination of
Conventional Work | 25| 4.48| 0.755 | 0.68| O

Habits

25| 464| 0625 | 084 O

251440 0693 | 0.76| O

A 583 =84 274 15)
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Security Issue Vulnerability
. Analysis for -~ Analysis of ~
Securit . 25( 4641|0557 [ 092| O ¥ o
yecun Emerging 5] 4.64 | 0.55 C Judgement Capability 251396 1.076 | 052 O
: Technologies Work Collaboration ~
gggleph Periodic Sharing of Attitude 251 4.04| 1113 052 O
SECHHEY Incident | 25| 472 0.601 | 0.84| © Cognitive Ability Test| 25| 372[ 1.150 | 020] -
aSes Cogniti | Perceptual Abili
Transparency in ve pTest Y| 25( 348| 1300 | 020| -
Compliance 251 456 0571092 O Toais
ognitive
Adherence Status Development 25360 1020 | 0.28| -
Prevention of Assessment
Compliance Evasion | 25| 4.56 | 0.637 | 0.84| O ™ e
Strategies Cogniive Py | o) 380 | 1131 | 04| ©
Implementation of
Social | Periodic Security | 25| 476| 0512 | 0.92| O leo gﬁgg;tsemy 25| 376 | 1209 | 036| -
influen | Awareness Training :
ce Elimination of Anal/{ilgv?ée:v"rk 25 388 1177 | 0.36| -
Coercive Security | 25| 4.12| 0.952 | 0.52| O Behavior
- Directives Observation for ~
Retirement and Job Behavior Pattern 25| 3841 1.084| 052 O
Transition 251 4.60| 0.566 | 0.92| O Behavio Analysis
A AMa@aget}rl“erE : ral Behavioral Recording
ctions in the Event ool 726 | 497 | 100 © for Behavior Pattern | 25 3.80 | 0.938 | 0.60| O
of Security Violations Analysis
*N(number of experts), MMean), SD(Standard Deviation). Self-Renort
e . -Reporting
CVR(Content Validity Ratio) Method for Behavior | 25| 3.64| 1091 | 036| -
Pattern Analysis
4.3.4 AE)8HA(Psychological) S/ tig W-&Et Behavior Assessment | ocl agsl 046 | 0aa| ©
N . g8 A\
g 24 2 A4 AIHCVR=0.37) Scale
Work Performance | o/ 34 1189 | 052| ©
_ Analysis ) ' ’ ~
/g Q‘]—Zﬂ O-drg] TREAE F 57]'11 —8—/\0“/“] Ql Incident History 250 400 1.131 | 0.44 ~
2 Hol B 24 AR P g e T 2L AA Analysis el Bl Bl M
— Projection Test 25| 3.80| 1.131 | 0.36 =
A= Table 99F 2tk 44 CVR 1€ Bk Sl Psycho | Free Association for
Z48 YESL B AADG. Hestd Jodo| 3 analytic | Unconscious Analysis| 0| S44| 1134 004] -
A AT FJEELS thi Po AAD &= Dream Interpretation
§ A B5 = = ’ I = Q: 3 A7 for Unconscious | 25| 348 1.100 | 0.04| -
2 2 S8 A8 L AVIIAY A Analysis
Ql zetolu A el 3ol B2 oHo] Uitk wet Seg;magif thg’“gh 25| 340] 0938 | 0.12| -
_ . er Exploration
A ThE ool Hs) A tha Be 1] AAH YT e
Experience-based 251 368| 1.121 | 0.20| -
Table 9. Content Feasibility Analysis and Selection Status Personality Analysis
for Psychological Components (CVR=0.37) Identification of
Internal Conflict 25| 3.84| 1.120 | 0.28 =
Divisio measurement Factors
o . N| M | SD* | CVR | Result i
n indicator items H‘,Jmam Identity-based 25| 3681 1.009 | 028 -
Personality Analysis stic Self-Concept - . .
for Behavioral 25) 356 | 1.061 | 0.12| - Values Assessment | 25 4.08| 1.055| 0.52| O
Profiling Measurement of
: 251 392| 1.017| 044 O
Analysts of SoWh | 55 340 | 1020 | 0.04| - qu‘;toﬂsf;mgﬁ -
e Satisfaction
Tendency Analysis - 25| 388| 1107 | 0.36| -
Biologic for Behavioral 25/ 360 | 1.058 | 0.20| - *Nnumber of experts), MMean), SD(Standard Deviation)
al Profiling CVR(Content Validity Ratio)
Identification of
Nervous System 25| 3.28 | 1.078 | 0.04| - Alg)eka Joo) =4 AFEL dd E33) FGIE
A Bal WA en nekds e WIS o2
Hormone Levels 25( 3.04 | 1.076 | 0.36 = I A7zt Ao o= A ==sokut ot
Genes and Genetic | 25| 3.08 | 1.129 | 0.12 =
2024. 1
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Table 10. Content Feasibility Analysis and Selection Status
for Ethicality Components (CVR=0.37)

FAA 78 AARL SAAE AT

1690714 1003 ATk 217 Aok BF AA
W zzte] BEE YWEEGE 2 AYEE Jos
A% AR A%E e 2

N

4.1 94 (Accidentality)ol] tidlk WEElEE 2
& BEAN=25)

>

)

d ool THQAT F 471A] Q404 Q1F
g =2 A% 32 gt BlF el AT 1
A% MA A= Table 117 2tk CVRE 2%
712% 1o 24 S43en A= g2 061602
el webs AA & glo] HF Ag ol
Aok

e
i
Y

L}
2]

N
>

Divisio _mgasurement NI M | sp* | VR | Resuit
n indicator items
Ethical Educati 25] 464] 0557 [ 092] O . L .
Moral EnhsncinguECSﬁ(c)Zl = Table 11. Content validity and reliability analysis of
Diseng Tudgment 25/ 460 | 0632 | 084| O Accidentality Components(N=25)
28eme I Regular Ethical
nt egEL(]iiiationc 25| 4.76] 0512 [ 092 O Divisi | measurement M| sp* stabil CVR Res
Commitive Deviali on indicator items lity a ult
GENE pevialion | 251 404| 0916 | 060| O Transparency of
Intenti |—=—— al]yj — Authority and | 4.72] 0.449 | 0.10| 1.00 o
onal o evas | 25| 408| 0.935 | 060| O Roles
Crime - Y — Transparency in
Behavioral Deviation | oo\ 4 101 0967 | 0.60| O the Use of | 4.60| 0.566 | 0.12| 0.92 O
- Analysis A Authority
ransparency in Perso | Desionati d
Achieving Economic | 25| 452 | 0.806 | 0.76| O nal Miaiig:n?eztagf
3 M
Gains Prope | Key Personnel 476 0427 ) 0.09| 1.00
ll-gott | Transparency in nsity Roles
en Achieving Social 25| 4.12] 1.032 | 060 | O Separation of
Profit Benefits Duties for the
Transparency in Prevention of
Achieving Emotional | 25| 416 | 1.046 | 0.60| © Potential Harms | 480 0-400 | 0.08) 1.00
Benefits , like Authority
Perso}r;iﬂ Infqrmatlon 95 4881 0325 | Loo| O Misuse
otection Document
Online ~ Management for
ggﬁg Comrmunication 448) 0841092 © Personal | 4.48| 0574 | 0.13] 0.92 o
Respect for Copyright | 25| 4.72| 0531 | 0.92| O Perso Information-rela 0.616
Prevention of ted Matters
Cybercrime 25| 468 0676 | 0.92| O K?Jltho Oniine Personal \
*N(number of experts), MMean), SD(Standard Deviation), rity Information | 4.321 0.786 | 0.18 0.76 ©
CVR(Content Validity Ratio) Management
Analysis of
Online Public | 4.16| 0.731 | 0.18| 0.76 o
%E] A O:]Cx]‘/] Z;H X]—T—I"——E_"\_o: 7_% %é—iﬂ FGI% Information
E3) AR o WA HEsY AEIES oA Recognition of
= = _ Attack Patterns
B AgAre] AgAel ofESHM EEsort o Perso | inSocial | 444 0.637 | 0.14| 0.84 o
[25]1261. nal Engineering
Carel Techniques
- , essne Background
4.4 27 Azto] MEZA A3 ss Research on the ~
Source of Online 4.72| 0.449 | 0.10] 1.00
N . - Communication
221 dylo] & E3F oA Likert 3= 5322 7 =
- _ _ Perso Regular ~
s Bgloz pAglom 20239 6Y 7TYRE 62 nal Education and 4.80] 0.400 | 0.08| 1.00
A 583 =84 274 15) 195



Training

Regular System

Updates 484

Securi 0.367 | 0.08| 1.00 o

ty
Level

Security Pledge
for Awareness

of Compliance 468

0.466 | 0.10| 1.00 O

Guidelines

*MMean), SD(Standard Deviation), CVR(Content Validity Ratio),
a(Cronbach «, Reliability Analysis)

ol
=

44.2 BARelationship)el] the W-EEII =

AT EAHN=25)
AN G FHLLE F 4714 Qo)A 217

HQF T 27 A% 5o U BhFme} Az

23 A% A4 A= Table 129} 2t} CVRE E’_—Er

713 Bo =4 S48 oH A¥E 32 07092 =
A velgt welA AA &5 Qlo] HF AlY =
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p

Table 12. Content validity and reliability analysis of
Relationship Components(N=25)

Divisio |  measurement stahil Resul
n | indetoriters | M| D |y |OR] @ | ¢
Utlization of Sodial
Frgneering | 43| 097 | 02 | 084 O
Aftack Tecmniques
Arelysis of
Person | Relationships
a within the Same
Come Tnd 4001 098 | 023 | 052 O
ctivity (Competition
Anlysis)
Identification of
Internal Conflict | 4.12| 0909 | 0.2 | 068 O
Factors
Regular Education
“nd Trairi 476| 0427 | 009 | 1.00 O
Sodal | Reseerch on the 079
Networ | Source of Orine 444] 0637 | 014 | 034 O
king Communication
Continuous
Propegation of | 472 0531 | 011 | 092 O
Incident Cases
Social | Analysis of the
conflic | Importance of | 468] 0546 | 012 | 092 O
t Assigned Tasks
Identification of
I Financial Gain | 440| 0849 | 019 | 068 O
legal .
Soita |y
fion I(Hmﬁcang}d
Job Transition | 432| 083% | 019 | 068 O
Possibility

*MMean), SD(Standard Deviation),CVR(Content Validity Ratio),
a(Cronbach «, Reliability Analysis)

ArA ANE -

4.4.3 72 A (Potentiality)ol] thdF WREFHE 2D Al
= BE2J(N=25)

AN GG FHRARE F A 2404 2
ROl B 24 A% 32 )3t efd =} AlFE 1
g1 A AA AFE Table 137 2tk CVRE 25

7123 Boh =4 S45oH AR 32 084302
- A el meka AA & glo] HF A

Y o] stk

Table 13. Content validity and reliability analysis
Potentiality Components(N=25)

stabi
lity

measurement
indicator items
Transparency
in Task
Handling
Transparency
in Work
Performance
Transparency
in Work
Responsibilities
Ensuring
Transparency
in Security Rule
Compliance

Divisi
on

M| SD* CVR

4.68 0546 | 0.12 | 0.92 O

Organ
izatio
nal
Cultur

436/ 0.794 | 0.18 | 0.76

4.68 0.466 | 0.10 | 1.00 O

476/ 0.427 | 0.09 | 1.00 O

Transparency
in Work
Collaboration
Ensuring
Fairness in
Work
Performance
Measurement
Elimination of
Conventional
Work Habits

444/ 0.4% | 0.11 | 1.00 O

Custo
mary
Practi
ce

456/ 0.571 | 0.13 | 0.92

0.843

472/ 0.601 | 0.13 | 0.84 o

Security Issue
Analysis for
Emerging
Technologies
Periodic Sharing
of Security
Incident Cases

Securi
ty
Compl
iance

472 0.449 | 0.10 | 1.00 O

476/ 0.427 | 0.09 | 1.00 O

Transparency
in Compliance
Adherence
Status
Prevention of
Compliance
Evasion
Strategies

4.56/ 0.637 | 0.14 | 0.84 O

Social
influe
nce

436/ 0.625 | 0.14 | 0.84 o

Implementation
of Periodic
Security

4.84/ 0.367 | 0.08 | 1.00 O
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Awareness
Training

Elimination of
Coercive
Security

Directives

4.00| 0.894 | 0.22 | 0.52 o

Retirement and
Job Transition | 4.68| 0.466 | 0.10 | 1.00 @]
Management

Actions in the
Event of

')
Security 4.76| 0.427 | 0.09 | 1.00

Violations

*k*MMean), SD(Standard Deviation), CVR(Content Validity Ratio),
a(Cronbach «, Reliability Analysis)

4.4.4 A2 sA(Psychological) 4o ok W-&E
= 2 AP s BA(N=25)

A gele] THasE F 57HA 2ol <
) 0ok B Z4 AE G2 T BFEe) A=

Incident History

Anzlysis 4.24 0.650 | 0.15 | 0.76 @]

Values

Huma Assessment 4.24 0.763 | 0.18 | 0.60 O

mistic. | Measurement of |y 9/ ¢ 676 | .16 | 0,76 @)
Autonomy

*MMean), SD(Standard Deviation),CVR(Content Validity Ratio),
a(Cronbach e, Reliability Analysis)

=

4.4.5 &2 3(Ethicality)oll ek W8T 5l Al
= #4(N=25)

TH SAAAE g5l i B =) s O
HE AA A= Table 159 2o} 13 A9}k
F7HAZ CVRE BF 71&3 2ok =4 SA3o
H A% g2 085622 ul-g- A JEhstth wet
A AA FE glo] HF AY FHo] AT

Table 15. Content validity and reliability analysis of

a8 HF AA Ad= Table 149} 2o A% 3A Eihicality C N5
. . mponents(N=
42 A9Shn CVRE =5 7159 Beh 371 24 cey ompanents
Hgom AT ZFS (0.9330.2 u]¢ =4 =AY Divisi | measurement M| spr stabi Rl @ Res
meb 44 B4 BAS AAST AF A G5l on | indeator items L u
o Ethical .
J O
= Eeaie | 4720531 | 011 | 092 C
Moral ™= ancing
Table 14. Content validity and reliability analysis of Disen | Cpgical | 464 0625 | 013 | 0.84 o)
Psychological Components(N=25) f;egri Judgment
Divisi | measurement M| sp* stabi CVR Res RegEﬂiaﬁgﬁcal 4.76] 0.512 | 0.11 | 0.92 @]
on | indicator items lity a ult
Biolog |  Analysis of Cognitive
ical Growth Process | 352 0854 | 0.24 | 0.12 - Deviation | 4.16 0.612 | 0.15 | 0.76 O
Analysis of Analysis
Judgement 4.12] 0.652 | 0.16 | 0.68 @] Intent Emotional
Capability ional Deviation 4.16) 0.612 | 0.15| 0.76 o
Cogni Work Crime Analysis
: Collaboration | 4.36| 0.686 | 0.16 | 0.76 @] :
tive g Behavioral
Attitude Deviation | 4.24] 0.650 | 0.15 | 0.76 @
Cognitive Analysis 0.856
Flexibility 4.24] 0.709 | 0.17 | 0.68 @] -
Assessment Transparency in .
Behavior Achieving 4.40/ 0.693 | 0.16 | 0.76 @]
. Economic Gains
Observation for | 4 o 635 | 015 | 0.76 o :
Behavior 0,933 Transparency in
Pattern Analysis ll-got | Achieving Social | 4.24] 0.709 | 0.17 | 0.68 o
Benay | Behavioral ten Benefits
. Recording for ~ Profit )
ioral Behavior 4.08| 0.627 | 0.15 | 0.68 Transpgrencyln
Pattern Analysis Achieving | 1 880 | 0.21 | 052 o
Behavior Emotional
Assessment | 4.12] 0.765 | 0.19 | 0.68 o Benefits
Scale Personal
Psych Work Cyber | Information | 4.72( 0.665 | 0.14 | 0.92 O
oanal | Performance | 4.16/ 0.731 | 0.18 | 0.76 C ethics | Protection
ytic Analysis Online 4.48 0.700 | 0.16 | 0.92 @]
AFE 53 =54 Q74 13 197
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Communication Regular Education and Training
i k
v [aoss o ow] [ o e | e
©) Continuous Propagation of Incident
Prevention of s
Cobercrime. | 476/ 0427 | 009 | 1.00 O Cases
ybercrime Social conflict Analysis of the Importance of
#M(Mean), SD(Standard Deviation),CVR(Content Validity Ratio), @ __ Assigned Tasks
o (Cronbach e, Reliability Analysis) llegal Identification of Financial Gain
Solicitation Tdentit 'Nec;:siltg Transic
27 2AINE A RREY A3 92, Wztel @ o e tn
I AR ZElolHA| o]qr, AT F gle F4E Transparency in Task Handling
ARE 5, APsy o o 2ANE e Organizational | Transparency in Work Performance
N - Culture i ibiliti
o] AAE T ZANHOIA FE thEEo| CRV 7] (4[)1 Transpa;ency in Work Re;ponﬂbl];tles
Ensuring Transparency in Security
Q1 0.37 o)A, AFE 0.6 o] E FAIH oW AE Rule Compliance
Ao Z & 50709 S2u3k 91F Hol YA EE & Transparency in Work Collaboration
. Customary Ensuring Fairness in Work
Ess Practice Performance Measurement
©) Elimination of Conventional Work
- N — Habits
45 oA #okA 3 =A% At
A Febdel tigk SHA3E A ) Security Issue Analysis for Emerging
‘ CS;CI]JEXCG Technologies
1, 23} dsfo] A} ARE BAsle] HZ Table 16 Pg]tjﬁtlntl ?2) Periodic Sharing of Security Incident
N - y Cases
1o] o] = okx B.=x = o
3 Zo] 17 FHebd EFAA 719 F 5978 frojw] Transparency in Compliance
3 QAR 2AATE AHET 4 T Adherence Status
Prevention of Compliance Evasion
) ) Strategies
Table 16. Human secun;y measmgment index based on Social Implementation of Periodic Security
human vulnerability classification system . Awareness Training
influence —— - -
T ® Elimination of Coercive Security
\;11510 Component Measurement Items Directives
. Retirement and Job Transition
Transparency of Authority and Roles Management
Transparency in the Use of Authority Actions in the Event of Security
Persongl Designation and Management of Key Violations
Propensity Personnel Roles B Analysis of Judgement Capability
@ Separation of Duties for the Cog(‘;l)“"e Work Collaboration Attitude
Prevention of Pptentlal Harms like Cognitive Flexibility Assessment
Authority Misuse - - -
Behavior Observation for Behavior
Document Management for Personal Pattern Analysis
Personal Information-related Matters Behavioral - - -
. . - - Psycho Behavioral Recording for Behavior
Accide |  Authority Online Personal Information ) (©)) .
. logical Pattern Analysis
ntality © Management Behavior Assessment Scale
Analysis of Online Public Information - -
— - Psychoanalytic Work Performance Analysis
P al Recognition of Attack Patterns in @ Incident Listorv Analvsi
Cargzggness Social Engineering Techniques — Val story YSIS
© Background Research on the Source Hum(z;])nstlc ues Assessment
of Online Communication Measurement of Agtonomy
Persondl Regular Education and Training D Moral E@cﬂ Education
Secu?]rs}? Level Regular System Updates 1senget1gemen Enhancing Ethical Judgment
%) Security Pledge for Awareness of %) Regular Ethical Education
Compliance Guidelines Intentional Cognitive Deviation Analysis
Utilization of Social Engineering . . - — -
Attack Techniques Eti};lycal Cr(]?gle gnlllOUQne;l DDewg t;on /Znnzllyg.s
ehavioral Deviation Sis
Relati Personal Analysis of Relationships within the - . . -
a0 1 Connectivity | Same Industry (Competition Analysis) Transparency in Achieving Economic
nship 3 ll-gotten Gains
Identification of Internal Conflict Profit —
® Transparency in Achieving Social
Factors .
Benefits
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Transparency in Achieving Emotional
Benefits
Personal Information Protection
Cyber ethics Online Communication
@ Respect for Copyright
Prevention of Cybercrime
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