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ABSTRACT

The study developed and implemented the 'S.T.A.R Project,' a program
integrating various subjects to enhance elementary students' digital citizenship
skills. Over 20 sessions, the project aimed to improve students' abilities in
solving real-life problems, resulting in significant growth in multiple areas of
digital citizenship. Students showed improved digital safety and participation

skills, as well as increased digital tolerance and empathy. Additionally, their
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T ——— digital access skills and awareness of digital responsibility and legal issues
D (AR were enhanced. The findings confirmed that the digital citizenship education

=2ED 20241 102 282 program had a positive impact on the students' development as digital citizens.

Matz 20254 012 23 This study suggests the need for ongoing digital citizenship education across
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Table 1. Synthesis of Previous Studies on the Definition of Digital

Citizenship Competency

Researcher Definition
Kim Miryang, The value pursued by digital citizenship is
Kwon to be ‘an innovative human who knows,
Heonyoung, Jeon | communicates, empathizes, and takes action,’
Junghwa and the core competencies required for a digital
(2019) citizen

Ribble and Park

A term used for the broad exploration and
activities related to ethics, interests, and

(2019) opportunities involved in living in a digital
society

Sheneniger lfKespox}mblh}tf to‘devs*lop alposmve digital

(2019) ootprint when creating online content or

sharing through social media

James, Weinstein,
Mendoza(2021)

Using technology responsibly to engage in
learning and creation, and becoming a member
and resident of the community

CoE
(2022)

Competencies that citizens need to actively and
positively participate in the global community
with a sense of responsibility

Gu Bonkweon
(2023)

Essential competencies that should be developed
in citizens on a societal level rather than an
individual level
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Table 2. Considerations for Deriving Elements of a Digital
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Table 6. Interview on Digital Citizenship Compentices 1A Frot tA Y &8 H=E wofsty] sl A=l
2| 2] o 290 7k
Subscale A Key Question o FAA R W82 oFefeh 2o
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Table 9. Topics According to the Lesson Plan

Stage Main Theme Activity content Tool
Learn about personal information and identify apps that could leak
Purposing personal data
Understand the scope of personal information sharing
) How to Protect Myself Learn about creating secure passwords Interland
Planning from Digital Dangers - . ; ) .
Practice safe digital habits on social media
Executing Understand how to build proper relationships with others in digital spaces
Evaluation Write a pledge for enjoying a safe digital world
Analyze the strengths and weaknesses of frequently watched TikTok and TikTok
Purposing YouTube channels YouTube
Evaluate the risk levels of content in the digital world POPPLET
Brainstorm topics for the video to be recorded Mentimeter
Plan content that can maintain one million followers
YouTube
Edit writing using a spell checker
— — Spell
Share thoughts on comments and set criteria for malicious comments Checker
Research popular content among classmates b
ata
Planning Create a channel name and ID considering digital reputation lab
Decide on the YouTube channel topic
Google
Develop a broadcast plan to maintain one million followers trends
I'm a Creator with
One Million Followers! Plan the YouTube prologue shoot
Learn about laws in digital spaces
Consider legal issues in digital spaces, such as portrait rights ARLOOPA
Prepare the necessary materials for filming Capcut
Film the YouTube prologue VITA
Executing Edit the prologue
VLLO
Present the prologue by group
Discuss ways to respond to malicious comments All the tools students want
Create criteria for positive comments and promote a positive commenting
campaign
Evaluation Share feelings about leaving and receiving positive comments )
- - Mentimeter
Create rules for proper language use in online spaces
Imagine and describe what an Al homeroom teacher would look like Tooning
Purposing Create questions to ask the Al homeroom teacher Public
. . . Dat:
Think about the big data you would like to collect Poitjl
Debate: “Al does not provide false information”
wrtn
Chat with a generative Al to find false information
Discuss ways to identify fake news tinytingel
Planning Compare the strengths and weaknesses of Al teachers and human teachers tinytingel
Discuss possible scenarios in a “digital classroom”
My Home - - - Canva
room Teacher is an All Imagine school life with an Al homeroom teacher
Create rules for the digital classroom Padlet
Create a script based on your imagination using generative Al . .
Animated Drawings
Use Al-based tools to design the stage for a play Music
Executing Use Al tools to create background music P Gen
apago,
Perform the play
— - - - - All the tools students want
Promote a positive commenting campaign after uploading the video
Create a campaign video for proper digital living Canva
Evaluation - T Tooni
Conduct a campaign for proper digital living ooning
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Table 10. Student Activities at Each Stage of PBL(1)

subject

Ethics ‘ Topic ‘ Avoid Digital Crime!

Planning

Digital Access, Digital Safety

* Find related digital crime cases

- Learn about the necessary competencies in digital spaces

through games

Digital Safety, DIGITAL Tolerantia
Digital Access, Digital Responsibility

2. WA MESIE o EE UEY 5 XU VYR KU £ UL 1 4ANEAT

|_wog REY A EYY [ o2

oot | Pl WM, wlE

& L o, ut sR. B g

- Find apps that may leak personal information
* Understand the scope of personal information sharing
- Learn the criteria for secure passwords

* Learn how to form proper relationships in online spaces

subject Ethics ‘ Topic ‘ Avoid Digital Crime!

- Investigate cases of human rights violations in the digital space and
understand what digital citizenship is.
- Learn ways to develop digital citizenship and write a pledge to be a
responsible digital citizen.

Executing

Digital Safety, DIGITAL Tolerantia
Digital Access, Digital Responsibility

* Discuss actions we can take for safe digital living
- Consider the competencies needed to be a responsible
digital citizen

Digital Safety, DIGITAL Tolerantia
Digital Access, Digital Responsibility

- Present the discussed content

Stage Activity Content

DIGITAL Safety, DIGITAL Tolerantia

1. RHAlel HAGE K2 JHEQl HAGYLE CIXY MAHY,SNSAY §)4o1A
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i} FAHY FY
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Purposing

Bfoy W W9 oz

- Learn about voice phishing cases in games
* Share related experiences

Evaluation

Digital Safety, DIGITAL Tolerantia
Digital Access, Digital Responsibility

w
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* Write a pledge to practice being a responsible digital
citizen, including protecting personal information
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Table 11. Student Activities at Each Stage of PBL(2)

subject Korean, Ethics, Art

Stage Activity Content
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Purposing

- Presenting and Imagining Problem Situations

Digital Safety, Digital Access
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Planning

* Finding Content with More Than 500,000 Subscribers
and Analyzing the Strengths/Weaknesses of the Channel
* Classifying Content as Beneficial/Not Beneficial for
Elementary School Students
- Making Plans and Commitments for Filming ‘One
Million YouTuber

DIGITAL Tolerantia, Digital Responsibility

Planning

1. R ol U8 32 402 o4 44 URS BAYUL,
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3t o) o] ol LU

i g B &N

* Planning and Sharing Content for One Million Followers
* Commenting and Sharing Reactions to Received Comments

* Setting Criteria for Malicious Comments and Editing
Text Using a Spell Checker

Digital Safety, DIGITAL Tolerantia
Digital Access, Digital Responsibility
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" Researching Popular Content and Ranking Content
* Choosing a Channel Name, Nickname, and Topic
Considering Digital Reputation
- Creating a Five—Episode Broadcast Plan for One
Million Followers
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* Learning About Digital Copyright and Portrait Rights

* Planning the YouTube Prologue Shoot
* Determining Whether the Prologue Has Any Legal or
Social Issues

Executing

DIGITAL Tolerantia, Digital Responsibility

* Filming the Prologue and Screening the Filmed Video
* Creating Standards for Positive Comments and
Leaving Positive Comments
- Considering Legal/Social Issues and Thinking About
How to Respond to and Improve Negative Comments
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Digital Safety, DIGITAL Tolerantia

AmEEEs) @ED

Evaluation

- Sharing Thoughts on Leaving and Receiving Positive
Comments
* Creating Language Rules for Online Spaces
Pledging to Use Appropriate Language Online
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Table 12. Student Activities at Each Stage of PBL(3)

subject Art, Practical Arts, Korean, Math, Music
Stage Activity Content
Purposing

* Imagining an Al Homeroom Teacher
* Creating Questions to Ask the Al Homeroom
Teacher
* Thinking About the Big Data You Want to Collect
Yourself

Digital Safety, DIGITAL Tolerantia
Digital Access

" Debate:
‘Al Homeroom Teachers Also Provide False
Information’
- Finding False Information While Conversing with a
Generative Al
- Discussing Ways to Identify Fake News

Planning

DIGITAL Tolerantia, Digital Access,
Digital Responsibility

T UBNEOl WHE NS WO PANIRT U AY T VI VIR L AAGRINE HYACH,

" Debate:
‘Al Should Be Allowed to Have Emotions
* Comparing Human Teachers and Al Teachers and
Writing a Diary Imagining Future Schools
- Creating Rules for the Digital Classroom

Executing

Digital Access, Digital Responsibility
1. UFNE YN QS ¥I UEO FUFL LIUNR? § 5 25 UNG HAHFACL
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* Conducting a Debate on the Ownership of Copyright

for Al-Created Works
- Deciding on Situations to Portray in a Play
- Creating and Editing a Play Script Using Al

o/

- Decorating a Theater Stage Using an Al Platform
" Inserting Suitable Music for a Play Using an Al
Platform

Digital Safety, DIGITAL Tolerantia
Digital Responsibility

* Performing a Play Using a Stage Created with Al

Evaluation

Digital Safety, DIGITAL Tolerantia

Digital Access, Digital Responsibility
il \= i

- Conducting a Campaign to Grow as Responsible
Digital Citizens
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Table 13. Results of the Paired Samples t—Test on
Digital Citizenship Competency

Mean | SD | Mean | SD "
(Pre) | (Pre) | (Post) | (Post) p

Digital Safety 3.7 | 1.172 | 4.063 | 0984 |-1.942| 0.033

DIGITAL 1 3 681 | 0.943 | 4227 | 0793 |-5.005 ***

Subcale

Tolerantia

Digital Access | 3.554 | 1.005 | 4.045 | 0824 |-3.451] 0,001
Digital 1 5 660 | 1.093 | 4.081 | 0.885 |-2.056] 0,026

Responsibility

Wl”“}f?tess 13,166 | 0.993 | 3.984 | 0878 |-3.884| ***

(*** p<0.001)
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Table 14. Student activity reflection diary

Write a student reflection on digital citizenship

- If I really become a YouTuber with one million followers, I think
[ will earn a lot of money and become very popular. However, [
need to be careful because I might attract stalkers and receive
negative comments.
- If I become a YouTuber with one million followers, some people
will look at me more favorably, while others might view me more
negatively. [ need to be cautious of fans or stalkers who might
secretly watch or follow me.
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Table 15. Student’s Feedback (2)

Thoughts on Artificial Intelligence

- When using wrtn, I provided a prompt, and it showed photos, but
they were only of people. This changed my perspective, realizing
that Al might not always provide sources.
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Al platforms I want to explore further

- I want to try using Al that helps with school life. Specifically, I'd
like to use Al that can intervene and prevent fights at school.

f%’ ’% 4&1*“

J
W gars  Tu, /é

$ Lmlygiya org Itk \
r 0f+. 4 7
32 viH53d “immf Ml vl byy

Ol FA50] v & x= whEx|Th Ql7ke] Y g
Al I &g weprha] Zskal Ut o=2o] gAg ARl
e 2ol FE| 2 o]Folx] = 7407} kol S
L4091 Ag%= olEou7] ot 2 A+t uSsHy

= AFAdste] dAE AR e 91 P %WI@OJ RS
At AgYFct o] oA IFA s WS &
<l

LEEAEL S5 gAY AR
A WSS g AN 3 e 98]
oA 7}7}3%, QIAEITZ 5 SNS BTl AR §2
o] P 4 Qs HES AR ARSI AlFo] Yol xz

TORT T = 1o OO
A|E %8 o] 5 SNS FZHoIM9] 2lof walrl Aojgron] o

g FEdoz 4B 97 AEele WYtk BEE 95

A NZFe Zol5q1 9ok X"EE z]—7] HO]' SNS /\P

HE "AE 2AE sidste s 7187 dokd E=
e FAR YA AT 2AS shd A3k A, <
A 71N ERES 289 HAE AU w2 e
=9 g FALES #o]a, 85§71 Folshe H aab
ojltt. et 7]Eo] el EHFANMT AL AR
& A8k AolM, A3 A eE 7IHOR she E3FNA
= UAE AR A gstala} she oJX|E Hoirt. et
A 2 7ol 3 At vigto 2 o %L theat 2t

A, Aol ks dutelsty] ffsl o w2 A9 A
A Aol Basith £ Ax= ME 717 228 0%

&3l drtetstrlol= gAY o] EARth. wetd S

oMEH Z EES oz
tjAto] EA 2] st R 3HAHo
77 /\]—§]Z§ Hj7go] P vjd 4

2rulm

e

L

il

9

i)

_()|L

=
‘Bl 2 @ O o
Ho 41 4 mp &<

R

oS 1o

rO

N
2
Mo
2
)

e AgolA OAY ANgHe gEskn ¢ &

> o b |
ol o2
B N
:Oé
b
a)
Rl
il
33
=
=
0
>
=)
g
>
fo
rlr
oﬁ
&
o>

ofN 4y
_}lﬂ
3)
ko
El
re
%)
-{J

o T O
o =2
1=}

EJ o g
o

1o

=

nx

O,

e

ko

_o'h

Iu)

Kl

N
NS

ox

1o

u o yx
p

>
off & lo

(o]

o

O,

N

BN

i

)

)

o

Fo rB N
12

r (&
o
i
o
N
Y
|o
il
A
Yy
)
sl
%
st
4>

ot ¥0 mn

2 H1 N o
N
-~
ot
ok
=
i
)
ot
o

4
o

B3
b
2

=}
N
=}
lo
fu

18 2 ore
e j;

12

oo

o
=]

19 rg
ot

ol

o

i
2
L
o
=
rJ
O,
o,
N
N
oL
E
2 o

Q

%
/I
u)
o[
o
)
ol T

=

4

o

gt

r=

rlr

El

>

el

N

N

o

oz

1o

i o,

P

al
Y
rz

FLI o e 12
D)

1 uja|s}7]ol e ol gol AT,
?z

PN'
o
ot
<
L=
ril 1o
N

i)
OO
zl
R
o
N
A
°
_{
2
zf,
o
°
m&"
.L.
°
N
)
oz
N
e
i)

F12d

[1] Jeong, D. (2024, March 7). Prepare for artificial
intelligence crime threats(13-25(Al) H=] Yol of
H|3}[oF). Naeilsinmon. https:/www.naeil.com/news/
read/503501

[2] Jeon, J., Kwon, H., & Kim, M. (2021). A Study on
Educational Methods for the New Digital Community
: Development of Digital Citizenship Curriculum for
Free Semester System. The Journal of Educational
Information and Media, 27(3). 817-842. https://doi.
org/10.15833/KAFEIAM.27.3.817

[3] Mihailidis, P.(2018). Civic media literacies: Re-

e Bis aesiy dnES ‘ﬂ"‘éﬁ’i‘:} =AM, q;an Al imagining engagement for civic intentionality.
ook w8of thdl Y5 AR o] AAFCH Ay}t Learning, Media and Technology, 43(2). 152-164. https://
A5 D stae] DX/ AlRIiE BoS SIE Tt §E T2 K % B A 39



THE JOURNAL OF KOREAN ASSOCIATION OF COMPUTER EDUCATION Volume 28, Issue 3, 2025

doi.org/10.1080/17439884.2018.1428623

[4] Song, H., & Jo, M. (2022). Development and
Implementation of an Elementary Digital Media
Literacy Education Program. Journal of Studies
on Schools and Teaching, 7(2), 47-71. https://doi.
org/10.23041/jsst.2022.7.2.003

[ 5] Ministry of Education. (2021). General commentary on
the revised curriculum. Ministry of Education.

[6] Bae, S. (2020, October). Exploring the Direction of
Digital Citizenship Education in the New Morality
and Curriculum: Focusing on the Perceptions of
Prospective Elementary School Teachers (A =53}
WG o] g AR ws e F AL ofe] 25 W
AFQ] Q1418 F4] 0 2). Korea Society Moral & Ethics
Education Association Academic Conference Materials
Collection, 780-805, Seoul, South Korea.

[ 7] Ministry of Science and ICT, (2024). 4 major promotion

strategies, 12 key tasks(47§ FZ 72k 12t] 4] 1}A)).

Ministry of Science and ICT

Kim, S. (2021). Development of a Digital Citizenship

Instruction Model for Elementary School as a Teacher

[8

—

Curriculum. The Journal of Elementary Education
Research, 32(2). 811-832.

[9] Kim, B., Kwon, H., & Kim, M. (2021). A Study on the
Improvement of Educational System to Strengthen
Digital Citizenship in the Age of Artificial Intelligence.
Journal of Computer Education Society, 24(3). 67-88.
https://doi.org/10.32431/kace.2021.24.3.007

[10] Chai, J., Lee, Y., & Jung, S. (2022). A Literature Review
of Digital Citizenship in Korea. Journal of Education
& Culture, 28(5). 175-199. https://doi.org/10.24159/
joec.2022.28.5.175

[11] Isin, E., & Ruppert, E. (2020). Being digital citizens.
Rowman & Littlefield Publishers.

[12] Ahn, J., & Choi, J. (2020). The Effect of Digital
Citizenship Competences on the Sense of
Community: Focusing on the Age Group. Korean
Political Communication Association, 57, 133-177.
https://doi.org/10.35731/kpca.2020..57.004

[13] Park, S. (2020). Using of Digital Textbook for the
Cultivation of Digital Citizenship. Journal of Digital
Convergence, 18(2). 111-119. https://doi.org/10.14400/
JDC.2020.18.2.111

[14] James, C., Weinstein, E., & Mendoza, K. (2021).
Teaching digital citizens in today’s world: Research
and insights behind the Common Sense K-12 Digital
Citizenship Curriculum. San Francisco, CA: Common
Sense Media.

[15] Janice, R., & Elizabeth, M. (2022). Digital Citizenship
Education Handbook. Council of Europe.

[16] Kim, S. (2022). A Study on National Implementation
of Digital Citizenship Education in Foreign Countries.
The Journal of Elementary Education Research, 33(2).
735-755.

[17] Kim, M., Kwon, H., & Jeong, J. (2019). Development
of a school curriculum to strengthen the digital
citizenship capacity against the 4th Industrial

Revolution. Korea IT Law Institute.

[18] Ribble, M., & Park, M. (2022). The digital citizenship
handbook for school leaders: Fostering positive
interactions online. International Society for
Technology in Education.

[19] Kwon, S., Kim, S. (2011). Reconceptualizing
Digital literacy in the Social Media Era : based on
‘Convergence’ and ‘Participatory culture’ of Jenkins.
MEDIA & EDUCATION, 1(1). 65-82.

[20] Glister, P. (1999). Digital Literacy: Mind Revolution for
Utilizing Internet Information. Haenaem (3] 'd).

[21] Lee, J, (2017). A Study on Digital Citizenship of Social

Studies. Korean Association for Learner-centered

Curriculum and Instruction, 17(1). 21-39. https://doi.

org/10.22251/jlcci.2017.171.21

Cho, I. (2009). A Study on Digital Citizenship in

the Normative Perspectives. Journal of Korean

Association for Regional Information Society, 12(1). 11-

29. https://doi.org/10.22896/karis.2009.12.1.002

Choi, M., Park, H. (2015). A Validation Study on the

Korean Digital Citizenship Scale through Exploratory

and Confirmatory Factor Analysis. Korea Association

of Social Education, 47(4). 273-297. https://doi.
org/10.35557/trce.474.201512.009

[24] Kim, H. (2017). Exploring ‘Digital Citizenship’ in the
Intelligent Information Society in the era of the 4th
Industrial Revolution(4 X} AFAS A, 2|53 HAL
sloj'tx el AlRIA (Digital Citisenship)©l tigh gAY,
Daegu. Korea Education and Research Information
Service.

[25] Culatta, R. (2021). Digital for good: Raising kids to
thrive in an online world. Harvard Business Press.

[26] Jeon, J., Kwon, H., & Kim, M. (2021). A Study
on Educational Methods for the New Digital
Community:Development of Digital Citizenship
Curriculum for Free Semester System. The Journal of
Educational Information and Media, 27(3). 817-842.
https://doi.org/10.15833/KAFEIAM.27.3.817

[27] Kim, A. (2017, May). Media literacy education approach

to respond to youth cyberbullying: Focusing on

overseas discussions and cases(3 A Ato]H B o

o3l 919k njyof 22 us H2Rs) el =9

4 AL E SA1C2.2). In Proceedings of the seminar on

Media & Communication Association, (pp. 29-42).

Kim, N. (2021). PISA 2Ist Century Readers: Developing

Literacy Skillsin a Digital World. Cheongju. Korean

Educational Development Institute.

[29] Yoo, H. (2023, January 12). Let’s increase digital
media literacy, USA and Canada. Ekoreanews.
https://www.ekoreanews.co.kr/news/articleView.
html?idxno=64829

[30] Council of Europe, (2024). Towards a Digital
Citizenship Education Curriculum Framework.
France. Council of Europe.

[31] Lee, D, Kim, S., & Lee, Y. (2021). The Analysis on
Research Trends for Artificial Intelligence literacy
Education in Korea. Proceedings of the 2021 Summer

[22

[a—

[23

[a—

[28

[a—

£S5 TaHA stael CIx|H Alplofzy aret

njo

Slet mat 88 T2 HL U HE AR

40



THE JOURNAL OF KOREAN ASSOCIATION OF COMPUTER EDUCATION

Volume 28, Issue 3, 2025

[32]

[33

—

[34]

[35

[—

[36]

Conference of the Korean Association of Computer
Education, Online, 25(2A), 25-27.

Yun, S. (2023). Revisiting Digital Education in 2022
Revised National Curriculum through Yuk Hui’s
Discussion on Digital Objects. The Korean Journal
of Philosophy of Education, 45(2). 71-100. https://doi.
org/10.15754/jkpe.2023.45.2.004

Kim, S. (2022, December 25). Start of personalized
education using Al.. Ministry of Education “Train
300 leading teachers next year”(Al && %&
P u5 Als.. ASEUE HE WY 300 FA”).
Yeonhabnews(HAg-F2). https://wwwyna.co.kr/view/
AKR20221223109300530?input=1195m

Lee, Y. (2018). The Effect of Project-Based Learning on
Science Concepts and Science Learning Motivation.
Journal of Korean Society of Earth Science
Education, 11(3). 203-211. https://doi.org/10.15523/
JKSESE.2018.11.3.203

Kim, M. (2015). A Comparative Review on Problem-&
Project-based Learning and Applied Method for
Engineering Education. Journal of Engineering
Education Research, 18(2). 65-71. 10.18108/
jeer.2015.18.2.65

Lee, J., You, S., & Lee, Y. (2021). Development
and Validation of Digital Citizenship Scale for
Elementary and Middle School Students. Korean
Journal of Teacher Education, 37(4). 215-240. https://
doi.org/10.14333/K]JTE.2021.374.11

H=st

- 20179 i |sty 253 nestnt (1est
AR

+ 2024\ A MrEtchstn mSCsked o
SiIH(WS3HAL)

20198 ~ 34X MSHEXSEIm WA

ZHAIE0F: CIX|E AlRIofas CIRIE AR, CIX|E

2[ERA|
™ tekyh@naver.com

19873 M2CHEI D Q0L 2BITHESIAN

- 1988 Lehigh University m-S-251x

19981 MSCHSIT Chatel DR3tnt MW Tt
B (W SEIEIAL)

19991 ~ iR} M RichEtm Ajihet ZEE n ST
S

2 R0k HFEH IS, 22l HlolE

7|8hEA
& mrkim@skku.edu

£S5 TaHA stael CIx|H Alplofzy aret

njo

Slet mat 88 T2 HL U HE AR

41



	초등 고학년 학생의 디지털 시민역량 함양을 위한 교과 융합 프로그램 개발 및 적용 사례
	요약
	ABSTRACT
	1. 서론
	2. 연구의 이론적 배경
	3. 연구 방법
	4. 교육 프로그램 개발
	5. 연구 결과
	6. 결론 및 제언
	참고문헌


